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1 PLANNED maintenance FOR IT SERVICES
The Information Technology Services (ITS) unit of the Office of the Chief Operating Officer UWS is responsible for the performance of all maintenance, repair, construction work, including all activities related to providing a safe working environment in respect of centrally provided IT computing facilities at UWS.
1.1 IT Maintenance Schedule
ITS will, before March of each year, publish a schedule of planned maintenance activities for IT Services – the IT Maintenance Schedule. Prior to publication a draft schedule will be distributed to UWS Business Units and primary stakeholders for comment and approval or rejection of the proposed schedule.
Maintenance activities will be, as much as possible, scheduled outside critical business and teaching periods utilizing inter-session breaks and other than normal business hours. 

UWS Business Units and primary stakeholders have a responsibility to:

· Provide ITS with proposed timeline of critical business operations to assist in scheduling IT maintenance.

· Review the draft schedule and dateline and approve, reject or negotiate rescheduling of any proposed maintenance activity which conflicts with critical business activities. 
Each scheduled activity will be assigned a category based on importance to the well-being of the affected facility and potential impact of the activity on UWS business, as indicated in 1.4 IT Maintenance Categories.

The Maintenance Schedule is comprised of 4 parts:
1. The Information Technology Maintenance Schedule Protocol (this document)

2. The Information Technology Maintenance Schedule (the Schedule)

3. The Information Technology Maintenance Dateline
4. The Information Technology Maintenance Single Point of Contact List

ITS’s responsibilities with respect to coordination of planned maintenance include:

· Ensuring approval from UWS Business Units / Executive of the schedule;

· Ensuring timely (at least 5 working days notice) communication with UWS Business Units Single Point of Contact (refer 1.3.1) to confirm or reject any planned maintenance activity; 
· Monitoring of the performance of each scheduled activity;

· Posting of all proposed and approved schedules on the UWS web;

· Establishment and implementation of communication procedures; 
· Establishment and implementation of record keeping procedures; 

1.2 Scheduled Maintenance Reporting

· ITS shall use reasonable efforts, consistent with Good Practice, to continually update the IT Maintenance Schedule.  
· UWS Business Units shall provide their critical activity timeline to assist in developing the IT Maintenance Schedule for each year.
· ITS will coordinate, with UWS Business Units, in-depth reviews of the annual program at least once in the schedule cycle.
1.3 Communications Regarding IT Scheduled Maintenance
1.3.1 Single Point of Contact

All communications concerning the annual IT Maintenance Schedule or proposed activity shall be between the Director, IT, or nominated representative, and the designated “Single Point of Contact” for each UWS Business Unit and/or information system. The UWS Business Unit shall identify, in the initial schedule each cycle, the Single Point of Contact, along with primary and alternate means of communication and shall notify ITS of any subsequent change.  The contact list is an appendix of the Maintenance Schedule.
1.3.2 Method of Communication

Communication between ITS and UWS Business Units or Entities shall be accomplished in compliance with these Protocols.  
· Notification of planned maintenance activities shall be available on the ITS web page. 
· A request to change the advertised schedule is to be submitted to the Director, IT for review and action. 
· Urgent Outages shall be communicated immediately by voice communication to UWS Business Units Single Point of Contact. 
· ITS will assign a Coordinator for each scheduled activity for management and communication of the activity.

· If a scheduled activity is not completed within the estimated timeframe and IT Services are in such a condition that they cannot be restored at the nominated time, ITS will notify the Single Point of Contacts immediately to determine appropriate actions.
1.4 Maintenance Categories

	Category 
	Description
	Definition & Example

	1
	General and Restricted Maintenance Window
	A reserved period of time which may be utilized for maintenance activities which are likely to result in disruption to IT Services.

General Maintenance Windows run from 7 pm on a Friday until 7 am the following Monday. 

Restricted Maintenance Windows may be reserved for significant tasks for a shorter period of time, usually from 7pm on a Saturday night through to 7am Sunday morning.

Progressive year round maintenance occurs in IT computer laboratories for machine lease turn-over as due.

The Category 1 Schedule will be published and maintained on the ITS web site and a reminder notice will be placed on the e-update daily news for 5 working days prior to the start of the activity. 

The general operations window is to be utilized, as much as is practicable, for significant IT activities. If no activities are to be scheduled for any particular Category 1 general operations window, UWS Business units will be notified 5 working days prior to allow normal services to continue.
The schedule to be agreed annually in consultation with UWS Business Units.

	Examples:

Upgrades to operating systems which require systems to be down or re-booted. 

Maintenance to facility infrastructure such as electrical work which requires the power to be shut down.

Project work where production systems are being upgraded or replaced requiring system shutdown.

Quarterly updates of Oracle RDBMS and Applications Servers require 1 day’s disruption of service.

Quarterly updates of SQLServer RDBMS require 3 hours disruption of service.

Bi-annual update of MySQL DBMS requires 3 hours disruption of service.

	2
	Hazardous Condition
	Operations which are not expected to disrupt IT services but do pose a level of risk to IT service levels.

The Category 2 Schedule will be published and maintained on the ITS web site.

The schedule to be agreed as required in consultation with UWS Business Units.

	Examples:

Testing of UPS (Uninterrupted Power Supply) and generators.

Significant, but non-disruptive, electrical, cabling or building works in computing facilities.

Significant, but non-disruptive, software or configuration changes.

	3
	Routine Operations
	Regular scheduled operations which are unlikely to pose a general risk to IT services but may involve short service outages for particular users or systems.
The Category 3 Schedule will be published and maintained on the ITS web site.

	Examples:

Automated patching to Windows servers which occurs over 3-4 nights each month between 3 and 5 am. This activity may require servers to be re-booted, taking them out of service for less than 30 minutes.
Automated patching to laboratory computers which occurs daily between 3 and 5 am and during which period these machines are unavailable.
Automated archiving and clearing of log files which occurs daily during overnight backup processing.

Database performance statistics.
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